Subj: Carl Kugler's suggested |I1G text about using HTTP 100- Conti nue

Note: Issue 3.2 has been split into 3.2 and 3.9. 3.2 deals only with the
client sending zero-length HTTP Post requests. So this suggested text is
probably nore appropriate as part of the resolution to Issue 3.9. - TH

Also see a prelimnary mai|l message from Carl from 1/16/01 at the end of
this mail. 1t describes howthe client can force the Printer to send the
nonce when using Digest Authentication. The client sends the HITTP "Expect:
100 Continue" header to force the Printer to send the nonce.

From Carl Kugler [kugler@s.ibmcon

Sent: Friday, February 09, 2001 17:08

To: ipp@wg.org

Subject: IPP> 116G B.O Issue 3.2; |Inplenmentation Guidance for HITP
100- Cont i nue

In ftp://ftp. pwg. org/ pub/ pwg/ipp/ m nutes/i pp-m nutes-010124. pdf , Lee
Farrell wote:

> ACTI ON: Pete Zehler and Tom Hastings will update the Inplenmenter’'s Guide
to reflect the possible concerns related to Issue 3.2 of the Bakeoff.

Tom and Pete, here is some proposed draft I1G text regarding inplenmenting
the HTTP 100-continue nmechanism for your consideration.

Use of the HTTP 100 (Continue) Status

The specific HTTP client and server requirenents are laid out in section
8.2.3, "Use of the 100 (Continue) Status", in [RFC2616]. This section
sunmari zes the HITP requirenments and provides | PP inplenmentation gui dance
related to the 100- Conti nue nechani sm

I n sone cases, a request may be rejected on the basis of the HITP header

al one. (Here, the HTTP "header" includes the HTTP request-line, the HITP
header fields, and the term nating double CRLF.) This is likely to be the
case when the requested resource is protected by Digest Authentication:

the client needs the "nonce" value fromthe Printer's challenge in order to
forma proper Authorization header field value. 1In these cases, a client
may wi sh to avoid transmtting the HTTP request body containing the | PP
request. For one thing, transmtting a | arge docunent for a request, only
to have that request rejected on the basis of the HITP header al one, would
be a waste of time and network resources. For another, sonme clients,
especially those transmtting dynami cally generated content, may find it
difficult, inefficient, or even inpossible to tell the content generator to
back up and regenerate the content fromthe beginning. The HITP

100- conti nue nmechani sm provides a solution to this problem The purpose of



t he 100-continue status is to allow a client that is sending a nessage with
a request body to determne if the Printer is willing to accept the request
(based on the HITP request header) before the client sends the request

body.

Here is a summary of the rules for HTTP 100-conti nue:

- If aclient will wait for a 100 (Continue) response before sending
t he request body, it MJIST send an "Expect: 100-continue"” header field.

- If an HTTP request contains an "Expect: 100-continue" header field,
the Printer MUST either respond with 100 (Continue) status and continue to
read fromthe input stream or reject the request with a final HITP status
code.

- The Printer MJUST NOT wait for the request body before sending
t he 100 (Continue) response.

- If the Printer responds with a final status code instead of 100
(Continue), it MAY close the connection (preferably, only the Printer's
i nput side of the connection) or it MAY continue to read and discard the
rest of the response. It MJST NOT performthe requested nethod.

- A Printer SHOULD NOT send a 100 (Continue) response if the request
does not include "Expect: 100-conti nue".

- A Printer MUST NOT send a 100 (Continue) response to an HTTP/ 1.0
request .

- APrinter MAY omt a 100 (Continue) response if it has already
recei ved sone of the request body for the correspondi ng request.

- A Printer that sends a 100 (Continue) response MUST ultimtely send
a final status code, once the request body is received and processed,
unless it term nates the transport connection prematurely.

Some finer points:

- Aclient waiting for a 100 (Continue) response SHOULD NOT wait for
an indefinite period before sending the request body

- A client SHOULD i gnore any unexpected 100 (Continue) responses.

The basic algorithmis this:

1. The client sends an HITP request header containing the "Expect:
100-conti nue" header field, but waits before transmtting the request body.

2. The Printer exam nes the HTTP header and deci des whether or not to
accept the HTTP request.

3. If the Printer accepts the HITP request, it sends a 100 (Conti nue)
response and continues to read fromthe input stream

4. If the client receives a 100 (Continue) response, it now has a
reasonabl e expectation that the HTTP request will succeed. The client now
transmts the request body.

5. After the Printer receives and processes the request body, it
sends a final HTTP status code in response.

If the Request-URI identifies a resource protected by digest
aut hentication, the flow of events is nore like this:



1. The client sends an HTTP request header containing the "Expect:
100-conti nue" header field, but waits before transmtting the request body.

2. The Printer exam nes the HTTP header and rejects the request with
401 (Unaut horized) status and a "WANVM Aut henticate" header field containing
at | east one chall enge.

3. The client sends a new HTTP request header containing an
"Aut horization" header field and an "Expect: 100-continue" header field.

4. If the Printer accepts the new HTTP request, it sends a 100
(Continue) response and continues to read fromthe input stream

5. If the client receives a 100 (Continue) response, it now has a
reasonabl e expectation that the HTTP request will succeed. The client now
transmts the request body.

6. After the Printer receives and processes the request body, it
sends a final HTTP status code in response.

Note that a Printer can reject a request at either the HTTP | evel or the

| PP l evel. E.g., you could get an HTTP (401 Unaut horized) or you could get
HTTP 200 (OK) with an IPP client-error-not-authenticated (0x0402).

Recei ving 100 (Continue) status tells a client that the Printer is willing
to accept the HTTP request, but says nothing about whether or not an |IPP
request (in the body of the HTTP request) will be accepted. A client
shoul d use the Validate-Job | PP operation to determ ne whether or not an

| PP Print-Job request will be accepted. Printers MJST al ways apply the
sane aut horization requirenments to Validate-Job as to Print-Job. 1l.e., if
a given Print-Job request would result in a challenge, then so nust the
correspondi ng Val i date-Job request.

Sone Printers may authorize access by object, identified by the HITP
Request-URI, while others may authorize access by operation, identified by
the | PP "operation-id" request attribute. If a client receives the HITP

200 (OK)/ 1 PP client-error-not-authenticated (0x0402) conbination, it means
that the client should |look at the Printer's "uri-authentication-supported
and "uri-supported" attributes and | ook for a nore authenticated URI

According to the Digest Authentication standard [RFC2617], the "nonce"
value in the Printer's chall enge may be good for one use only (for those
really paranoid about replay attacks). Therefore, a Printer nmay issue a
chal l enge for each new request. A client may include an Authorization
header preenptively; doing so inproves server efficiency and avoids extra
round trips for authentication challenges. The Printer may choose to accept
the old Authorization header information, even though the nonce val ue

i ncluded m ght not be fresh. Alternatively, the Printer may return a 401
HTTP response with a new nonce val ue, causing the client to retry the
request; by specifying stale=TRUE with this response, the server tells the
client to retry with the new nonce, but w thout pronpting for a new

user nane and password.

Sone clients cannot produce the docunent data for a Print-Job nore than one



time, making conplete retries inpossible. Such clients should use this
algorithmto print jobs reliably:

1. The client sends an HITP POST request header containing the
"Expect: 100-continue" header field.

2. The client waits for a response before transmtting the request
body.

a) |If the client receives a 100 (Continue) response the client
transmts an HTTP request body containing a Validate-Job |IPP request.

b) If the client receives a 401 (Unauthorized) response, it
sends a new HTTP POST request header containing an "Authorization" header
field with a response the Printer's "WWV Aut henti cate" chall enge, and goes
back to step 2.

4. If the client receives an HITP 200 (OK) response containing an | PP
response with one of the success status codes, the client sends an HTTP
POST request header containing the "Expect: 100-continue" header field and
an "Aut horization"” header field containing any cached credenti al s.

5. The client waits for a response before transmtting the request
body.

a) |If the client receives a 100 (Continue) response the client
transmts an HTTP request body containing a Print-Job IPP request.

b) If the client receives a 401 (Unauthorized) response, it
sends a new HTTP POST request header containing an "Authorization" header
field with a response the Printer's "WWV Aut henti cate" chall enge, and goes
back to step 5.

It is possible to achieve the sane results w thout using 100-continue, but
it takes nmore round trips.:

1. Send a Validate-Job request to provoke a challenge fromthe
Printer.

2. |If the Printer responds with HTTP 401 (Unauthorized), send anot her
Val i dat e- Job request containing an "Authorization" HITP header field with a
response the Printer's "WWV Aut henticate"” challenge, to see if the
Print-Job request will be accepted.

3. If the Printer accepts the Validate-Job, send another Validate-Job
wi t hout an "Aut horization" header field, to get a fresh nonce.

4. Finally, send the Print-Job request containing an "Authorization”
HTTP header field with a response the Printer's "WWV Aut henti cate”
chal | enge.

Note that for this to work, the response to a Printer's "WAM Aut henti cate"

chal | enge for Validate-Job nust also be valid for Print-Job.

From Carl Kugler [kugler@is.ibm con
Sent: Tuesday, January 16, 2001 14: 32



To: ipp@wg.org
Subj ect: | PP> Bakeoff issues 3.1 and 3.2

LLLLL L L L L L L LKL

| ssue 3.1: AGREED
PP Client failed when an unexpected HTTP "100 continue" was received.
Sonme printers sent a "100 continue" even before the Client sent a
request.

| ssue 3.2: OPEN
Some IPP Clients issues a zero length HTTP Post. The Client assuned
that this would force a challenge if security is enabled on the
Printer. The Client would have a problemif a subsequent print
operation were chal | enged.

SSS55>5>5>3>3>3>5>5>>

It occurs to nme that these two i ssues are related, and that issue 3.1
contains the solution to issue 3. 2.

The crux of the 3.2 problemis this: for D gest Authentication, the client
wants to provoke a challenge so it can get the "nonce"” it needs in order to

formthe authentication-info for a request. It wants to get this chall enge
BEFORE it sends the document data to the printer; otherw se, the request
wll be rejected (Unauthorized) and will have to be resent with

aut henti cati on-i nfo.

This is exactly the type of problemthat the "100-Conti nue" mechanismis
designed to solve! |If a request includes an "Expect: 100-Conti nue"

header, the Printer MJUST either respond with 100 (Continue) status and
continue to read fromthe input stream or reject the request with a final
status code. The Printer MJUST NOT wait for the request body before sending
t he 100 (Continue) response.

Problem 3.2 is solved if a client sends an HTTP request containing the

"Expect: 100-Conti nue" header and waits for a 100 (Continue) response
bef ore sending the request body. When a request includes the 100-Conti nue
expectation, and security is enabled on a Printer, the Printer will respond

with 401 (Unaut horized) and include a WMWV Aut henti cate header contai ni ng
the chall enge, instead of sending 100 (Continue). This response MJUST be
sent after the Printer processes the HITP headers, w thout waiting for the
request body. At this point, the client can formthe appropriate

WA Aut henti cate request-header, and retry the request. This tine it
shoul d receive 100 (Continue), indicating it should proceed to send the
request body.

So the client has successfully provoked a chall enge BEFORE sending its



Print-Job request, using only standard nechani sns that already are
required.

- Car |



