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This vergon incorporates the discussion on the mailing list resolving the IPP/1.1 issuesraised at Bake Off
3. Issue 3.2 about empty HTTP Post to force a challenge has been closed and the issue about when a
Printer MUST/MAY challenge has been made Issue 3.9.

Pleasefed free to add additiond aternatives or disagree with our suggested clarifications or additions via
e-mail so that the group may have the widest possible set of dternatives from which to choose.

The table of contents lists each issue and its Status. Please review this status and the detailed issuesto see
if you agree or disagree with the status so far. Silence will be interpreted as agreement.

Status codes:

AGREED - agreement on the mailing list or telecons on the suggested clarification, suggested change,
or resolution.  Subsequence slence on the DL will be interpreted as agreement. If you disagree, please
indicate thisto the ipp@pwg.org DL with the subject line containing: "1PP Bake-Off 3 Issue#* where
‘# isthe Issue number.

OPEN - ill being discussed at future telecons and on the DL.

Table of Contents (with status)
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1. Issue 3.1: When can Printer send “100 continue”? AGREED

I PP Client failed when an unexpected HTTP “100 continug’ was received. Some printers sent a 100
continue” even before the Client sent arequest.

Proposed Resolution:
An IPP Client must accept and handle an HTTP “100 continue” whenever it is encountered.

Action:
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The following cavest will be added to the l1G:
“IPP Clients must be prepared at any time to receive an interim response with a status code of ‘100
Continue  Thisincludes recelving this response prior to sending an |PP request.”
2. Issue 3.2: Does a zero length HTTP Post force the Printer to
challenge? AGREED
Some IPP Clientsissues azero length HTTP Post. The Client assumed that this would force a
chdlenge if security is engbled on the Printer. The Client would have a problem if a subsequent print
operation were challenged.
Proposed Resolution:
The IPP Client MUST NOT send a zero length HT TP Post as away to force the Printer to issue a
chdlenge. Itisnot clear from the HTTP standard whether or not the HTTP server must issue a
chalenge. Some of the implementations at Bake Off3 did not issue a chalenge to the zero length HTTP
Post.
Action:
The following caveat will be added to the I1G:
The client must not send a zero length HT TP Post as away to force the Printer to issue achdlenge.
3. Issue 3.3: Do supported schemes include the *:’ character? - AGREED
Do the vdues for “notify- uri- schemes- supported” include the ‘:’ character?
Proposed Resolution:
No. Seerfc2911 section4.1.6 uri scheme data type variables
Action:
Added the following note to the PP Noatification specification <draft-ietf-ipp- not- spec-06.txt>, dated
January 24, 2001, section 5.3.1 “notify-recipient-uri”
“The “noatify- schemes- supported (1setOf uriScheme)” attribute MUST specify the schemes supported
for this attribute. Note: According to [RFC1738] the“:” terminates the scheme and so is not part of the
scheme. Therefore, vaues of the “notify- schemes-supported” attribute do not include the®:”.”
4. Issue 3.4: Get-Printer-Attributes response to unsupported attributes -
AGREED

For get- printer-attributes operation submitted with an unsupported “requested-atributes’ vaue what is the
return code and should an unsupported attributes group be returned containing the requested- attributes
attribute and the unsupported value. There are four possibilities of status code and unsupported attribute:
A) successful-ok/no attributes
B) successful-ok/unsupported requested-attributes returned
C) Successful-attribute-or-vaue-ignored/ no attributes
D) Successful-attribute-or-vaue-ignored/ unsupported requested-attributes returned
The standard currently alows C and D. Should the standard be relaxed to include C. The
implementations at the Bake- Off supported were A-11, B-1, C-3, D-0
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Proposed Resolution:
Put dl 4 dternativesin 11G and indicate:
A) warning to dient implementers
B) Printer MUST NOT
C) Printer MAY
D) Printer SHOULD.

Action:
11G will be updated with:
“Under Get-Printer- Attributes, For the following success status codes, the requested attributes are
returned in Group 3 in the response:;
successful-ok:  no operation attributes or values were subgtituted or ignored (same as Print-Job)and
no requested attributes were unsupported.
Note to client implementers: If the client requests attributes that are not supported by
the Printer, the Printer is supposed to return 'successful-ok-ignored-or-substituted-
attributes, rather than 'successful-ok'. However, a number of implementations have been
found not to conform to this requirement, so clients should be tolerant of such Printers.
successful- ok-ignored- or-subdtituted-attributes:  The "requested-attributes' operation attribute
SHOULD be returned with the unsupported vaues in the Unsupported Attributes Group.
Note to client implementers. Although NOT RECOMMENDED, the Unsupported
Attribute Group and its contents MAY be omitted. Clients SHOULD be prepared for this
behavior.

5. Issue 3.5;: Does ‘mailto:’ URL include ‘//'? - AGREED

In the subscription object is the does the mailto URL contain ‘//’. Isit <mallto://mumble> or
<mailto:mumble> ?

Proposed resolution:
The mailto URL doesnot include /.

Action:
The mailto notify document will be updated with a caveat when the RFC editor asksfor typos. Hereis
the complete updated text:

5.2.1 notify-recipient-uri (uri)

This section describes the syntax of the vaue of this atribute for the ‘mailto’ Delivery Method. The syntax
for vaues of this atribute for other Ddivery Method is defined in other Delivery Method Documents.

In order to support the ‘mailto’ Ddivery Method, the Printer MUST support the following syntax for the
‘mailto’ Delivery Method when the Printer uses SMITP. The line below use RFC 822 syntax rules and
terms.

“mallto:” mallbox
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Note: the above syntax alows 1 occurrence of *‘mailbox’. The occurrence of ‘mailbox’ represents an emall
address of a Notification Recipient.

For SMTP, the phrase *address part’ of the “ notify-recipient-uri” attribute vaue refers to the * mailbox’
part of thevdue. Example:

mailto:jones@acme.com
Unlike other URLSs, the mailto scheme MUST NOT use// after the colon (see [RFC2368]).

The Printer MAY support other syntax for the ‘address part’ if it supports email protocols in addition to
SMTP.

6. Issue 3.6: Does ‘none’ “printer-state-reasons” value have suffixes? -
AGREED

Are there suffixes to “ printer- state-reasons’ value “none’ (i.e. none-error & none-report)?
Proposed Resolution:
Recommend that no suffixes be used for the value “none’.
Action:
Add the following text to the l1G.
“Is a suffix needed for the "printer-state-reasons’ 'none' vaue (Issue 3.6)?
The vaues of the "printer-state-reasons' MAY have suffixes of *-report’, '-warning', and -
error'. If none of these suffixesis included, the meaning is the same as 'error’, i.e, the Printer is
stopped. However, for the 'none' value it is RECOMMENDED that no suffix be included,
even though the Printer is not stopped. However, some implementations do include the -report’
auffix, i.e, return ' none-report’. There is no semantic difference between the “printer- sate-
reasons’ of ‘none, ‘none-report’, and ‘none-error’. They dl mean that no additiona
information on the printer’ s taeisavailable.

7. Issue 3.7: What is “notify-status-code” attribute syntax? - AGREED

What is the attribute syntax for the “notify- status-code” attribute?
Proposed Resolution:
It should be atype2 enum (which is a 32-bit integer, but the values are constrained to 16 significant bits
with the 16 high order bits aways being zero, so that status codes values can be used here).
Action:
Added the following text to the IPP Natification specification <draft-ietf-ipp-not-spec-06.txt>, dated
January 24, 2001 in section 11.1.1.2:

“natify-gatus-code’ (type2 enum):
Indicates the status of this subscription (see section 17 for the Satus code definitions). Section 5.2
defines when this attribute MUST be present in this group.
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8. Issue 3.8: Returning Subscription Attribute Groups - AGREED

When MUST Subscription Attributes groups be returned in Subscription Cregtion responses and when
MUST the they not be returned? The current spec is too congtraining on when they MUST NOT be
returned.

Proposed Resolution:
Require them to be returned unless the entire request cannot be interpreted.

Action:
The following text was changed the I PP Notification specification <draft-ietf-ipp- not- spec-06.txt>,

dated January 24, 2001 in section 11.1.1.2 from:

Group 3-N: Subscription Attributes

These groups MUST be returned if and only if the “ status-code” parameter returned in Group
1 hasthe vaues. * successful-ok’, * successful-ok-ignored-subscriptions’, or * client-error-
ignored-dl-subscriptions .

tor
Group 3-N: Subscription Attributes

These groups MUST be returned unless the Printer is unable to interpret the entire request, e.g.,
the “gatus-code’ parameter returned in Group 1 hasthe vadue: ‘ client-error-bad-request’.

9. Issue 3.9: When MUST/MAY a Printer issue a challenge? - OPEN
When MUST a Printer issue a chalenge? When MAY a Printer issue a challenge?
Proposed Resolutions:
There are two competing resolutions.

Resolution 1 is that a chalenge should be issued whenever an HTTP operation is received on a
particular URL. (assuming the URL is part of an authentication space) The client must accept and
respond to a chalenge the firgt time a URL is accessed.

Resolution 2 dlows the vendor to determine when a chalengeisissued. The vendor isfreeto usethe
contents of the HT TP request to determine if the operation mandates a chalenge. The dient must
accept and respond to a challenge at any time.
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The Client should use the IPP operation “vaidate-job” to check if ajob will be accepted. This
operation will cause the Printer to issue a challenge and check the print request before sending the data.
The IPP Client should aso be able to handle a chdlenge when issuing an | PP operation since there is no
guarantee the connection has not been torn down.

Furthermore, a Printer should accept an empty HT TP post and issue a challenge based on the URL of
the post.

Proposed Resolution 1:

From Bob Herriot:

| raised the issue about whether a Printer should perform the authentication
chalenge based solely on the URL or whether it could react differently to
an empty request than to a Vdidate-Job request.

| asked an HT TP expert and received the following information.

1) An HTTP server can have any policy.
This means that resolution 2 is dlowable.

2) Itishest for aclient if it can associate the URL tree with the authentication space.
This means that our decision could be better. That is, we should require an IPP Printer to
decide whether to issue an authentication chalenge by examining the URL and nothing else, eg.
aPrinter receiving arequest for a particular URL, gives the same challenge to an empty request
asto aValidate-Job request.
This solution dlows aclient to use Vaidate-Job to request a challenge as we decided to dlow.
It dso dlows aclient to use the empty request.
The important difference between our decison and what | am proposing is that the Printer must
perform an authentication chalenge consstently for a URL regardiess of the contents of the
message body. This rule make |PP behavior consstent with good HTTP poalicy.

Proposed Resolution 2:

From Peter Zehler:

Allowing IPP Printers to use the contents of an IPP request to determine if achalenge should be issued
dlows for increased usability. The client does not have to keep track of multiple instances of the same
printer and select the appropriate one based on the operation to be performed. The printer isfreeto
determine when authentication is required. Thisdlows the client to use a single URL and authenticate
himsaf when the printer places restrictions on operations or fegtures.

This resolution does not prohibit challenges based datically on a URL. Resolution 2 doesrequire a
client to be ready a any time to receive achdlenge. This should be done anyway since the dlient
gpplication may be unaware that an HT TP connection has dropped after authenticating the connection,
resulting in anew chdlenge. Some HT TP sarvers have security redims that apply only to atransaction
as well as being connection based.
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